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Leaked documents shaw that 17 Sony Pictures
employees have salaries over $1 million.
Only one of them is 3 woman.
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We have taken over all systems in
all customer information databases, so

on domains,
| records, emails

nrrmn nNIoSTvNnN
We will release all customer recordsy profile « 1 1
sexual fantasies, nude pictures, and Nj W N 1 l Uj 9
transactions, real names and addreSS8s,a) .

NMTAXNN 3

Avid Life Media runs Ashley Madison, the internet's #1 cheating site, for people who are married or
in a relationship to have an affair. ALM also runs Established Men, a prostitution/human trafficking
website for rich men to pay for sex, as well as cougar life, a dating website for cougars, man
crunch, a site for gay dating, swappernet for swingers, and the big and the beautiful, for overweight

= (505 029 (SR I Y

Trevor, ALM's CTO once said "Protection of personal information” was his biggest "critical
success factors” and " would hate to see our sysiems hacked and/or the leak of personal
information”

‘Well Trevor, welcome to your worst fucking nightmare.

We are the Impact Team. We have hacked them completely, taking over their entire office and
production domains and thousands of systems, and over the past few years have taken all
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Dear Customer,

I'his 15 vour bank. We forgot youl
social security number and password.
Why don’t vou send them to us so

Wi Ll I'I]TI-II.I..l lII\III i

'|

TR 1LDDK5
L,I LEGIT. § ¢

I SEND FAKE BANKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEN I
FIND OUT THEIR
FINANCIAL INFOR- oy
MATION AND USE |

IT TO STEAL THE (03

MONEY THEY poNTL
DESERVE. | gl

I HAVE A
NELJ HOBBY.

IT'S CALLED
PHISHING.

sncerely,

I. B. Banker
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This might be a phishing message and is potentially unsafe. Links and other functionality have been disabled. Click here to enable
functionality (not recommended].

From; PayPal [service @paypal-australia.com.au] : Thu 28/06,2012 8:24 AM
To: P a— 1. Fake sender domain.

e (not service@paypal.com.au)

Subject: Your account has been limited

2. Suspicious Subject
and content.

Cear PayPal member, :
To restore your PayPal account, you'll need tn

x"j 3. Bad grammar I

thelinle balouw o anan = can)re browser window.
r‘ 13U/ f the account, and then follow the instructions.

4. Hovering over
link reveals
suspicious URL.
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- YOUR MOBILE NUMBER
HAS WON 825,000.00
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MILLIONS MOBILE
PROMO, FOR CLAIMS
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Accueil Particuliers Développeurs

Premiers pas Acheter Vendre er de l'argent Tarifs Garanties Espace shopping

Connexion au compte (7|

PAYEZ SANS COMMUNIQUER VOS DONNEES BANCAIRES

Adresse email e 3
sur des milliers de sites avec PayPal

Mot de passe PayPal

PiXmania.com | COURSENGOIOM
phllpd il

#
Consultez la page e "
. _ ra ﬂﬁght‘!l_ B

Man compte ¥

Connectez-vous

Problemes de connexion 7
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From: Fiona G. Cabrera ([ Sent: Mon 3/20/2017 1:48 PM
To: |

Cc
Subject: Relnquiry f514f830p417n06h5150s036r838
Amessage | “1f514f830p417n06h51505036r33S | EGE < oo
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THE WORK FLOW
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Firewalls
L
Window Server

e

Linux.Server

I.P.S

Switches

Router
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The company has different IT and
Information Security Devices, such as
Firewalls, IPS, Switches, routers, proxies,
Anti Spam, Antivirus , Windows Servers,
Linux Servers and others. Each Device

Creates Its Own Security Log With Security
Information On It.
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Firewalls

Window Server

Linux Server

I.P.S

Switches
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The Collector (MSI) will be installed on the
client premises and will take the logs from
all this devices.

Collector MSI
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Firewalls

Window Server

Linux Server

I.P.S

Switches
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The collector will compress them and
send them encrypted to the Cyber Shark
Cloud.

Collector MSI

/

Compress

V

Encrypt

V

Send

/



Aggregation
4 +
&

B The events when arriving pass to Normalization
o different processes as Aggregation, *
== normalization and duplication. Duplication

y

Window Server

s | \_ Collector MSI
i

Linux Server

/

I.P.S

Compress
Switches Encrypt
Send

Roriter

Consultinag & Rlik Manaaement
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Window Server

Linux Server

Switches

&

Firewalls

I.P.
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Then are placed in the Database

Collector MSI

/

Compress

V

Encrypt

V

Send

Aggregation

Y

Normalization

\

Duplication
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6 Aggregation

Y

&

St The Data on database is enriched by - Normalization
7 external sources as Blacklists and {
== others. IT is passed through a complex Duplication

set of correlation rules. *

Window Server

External

: otete et Sources

Linux Server — Compliance Rules
DB
' Correlation Rules
I.P.S
Compress
Switches Encrypt
Send N/



@ Aggregation

The analyst checks the incident and
decide if it is a false positive or not, and
if not gathers all the evidence. A

&

Firewalls

Normalization

\

T=i Remediation plan is created and all this Duplication
- [ ] [ ] [ ] (] (]

data is send to the client via a ticketin * Extarnal
Window Server

system or email. Sources

Enrichment
Collector MSI

e
— —» Compliance Rules
Linux Server —_—

e —

. .

Correlation Rules

I.P.S

DRebRE Alert
T * SOC Analyst
Switches Encrypt *
Verify
* False Positive
Send *
Router Notify Add
CLIENTS == Remediation Plan




Inteqgrity
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Jll.r Monitor ‘\
Event by Severity {Last 80 Days - Chari maximum: 20 items) for DemoShark O x Events and Aggregated Events (Current Month - Chart maximum: 20 items) for DemoShark 0O %
100T 100k —
CRITICAL I CRITICAL - EVENT COUNT
» CRITICAL: 898 753 i MAJOR & % * ~t *—--_____* -+ AGGREGATED EVENTS
10M Ok
MINOR
o A A A A A
: 13V S S S B S &
- . .
CRITICAL MAJCOR MINCR WARNING INFORMATIONAL = PERIOD EVENT COUNT AGGREGATED EVENTS =
808753 6208857 1063078 6705198 9648864 2016-12-31 7316 2871 |»
2017-01-01 61815 31815
IN17-N1-N7 R2R41 28047 | ¥
TOTAL 322602 143863
S 0 S 0

Executive Summary [Current Month - Chart maximum: 20 items) for DemoShark O %

BEFORE AGGREGATION (322 602)
f_‘_..-'"- AFTER AGGREGATION (143 863)
>
M&"TDT#L CASES (4)

CLOSED CASES (2)
e
AFTER AGGREGATION
143863

BEFORE AGGREGATION THREATS TOTAL CASES OPEN CASES CLOSED CASES OTHER CA.
322602 0 4 1 P 1

Distribution of Events by Category {Current Month - Chart maximum: 20 items) for DemoShark

System 5tatus / Configuration: 121335

entication / Access / Authorization: 201280 — '.

CATEGORY EVENT COUNT ==

121335
201280

System Status ! Configuration
Authentication f Access [ Authorization

TOTAL 322615

0

o



Regulations

- Full compliance for:
- HIPAA
- PCI
- Sarbanes/Oxley
- FISMA
- And other regulations

- that your business must adhere to, as well as log
collection & retention with full legal chain of custody

N /
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ase Details Summary

VIN'R NN
Case Id: 19797

Name: Communication with CnC after DriveBy or FakeAV-(Source:10.0.0.2) noavnn ,Nav yiaw 1] oM M 1’n

Status: Closed - Confirmed MIYn .aTivn nianinn nna't

Priority: Critical VINLVI'X? D'AVYNN I'2
Complexity: Low

Impact: Undefined N'YanN 7V ny"NN Ndvnn

Description: Communication with CnC after DriveBy or FakeAV-(Source:10.0.0.2) N'A0Y 0N NN DT NANN

Internal device 10.0.0.2 connected to blacklisted fake anti-virus/command and control IP NX19N
address 52.204.129.22, then connected to command and control IP address 54.85.127.70.

Recommend scanning internal device for malware, NIX 1201 N71Y97 0121 NAIAN NIIX
nNX19nN

Summary of Tasks (additional info -

https://cybersoc.atlassian.net/wiki/display/CKB/Inci - N T2 VX' [1IAXN [ITYKD O1'A
+Communication+with+CnCtafter+DriveBy+or+FakeAV) NNIY NI2'YOI IZNNY A7Myn
I I

1. Detection/Identification - CYBERShark has created an incident (communication with a CnC
after communication with a DriveBy or FakeAV). Please assume that device has been




THANK YOU

054-5680114 — |hv
Sharon@corporateintegrity.co.il

052-3653227 — 170
Salo@corporateintegrity.co.il



